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Abstract:

Cloud computing systems are susceptible to various types of attacks that can compromise their
security. The system experiences a degradation in performance with respect to its integrity,
confidentiality, and security. The introduction of an Intrusion Detection System has been
proposed as a solution to address the aforementioned issues. This system is designed to identify
various types of attacks, including but not limited to Normal Probe, DDoS, and R2L attacks. The
present study proposes a hybrid classification approach for the development of an intrusion
detection system. The hybrid clustering approach for intrusion detection has been proposed
with the aim of effectively categorizing various types of attacks. This study introduces two
innovative algorithms, namely the attack clustering algorithm and the machine learning and
deep learning classifier, which are referred to as DBN (Deep Belief Networks), Random Forest,
and Naive Bayes. All of the models under consideration are deemed acceptable, and the
research methodology employed yields an effective intrusion detection and prevention system
for mitigating security breaches and intruder attacks
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1. Introduction
Cloud Computing is a modern technology that enables the efficient utilization of computing
infrastructures, as well as a commercial model for the sale of computing facilities and services.
However, complicated and distributed frameworks present an appealing objective for potential
intruders. Cloud computing has the potential to enhance productivity and decrease expenses;
however, it also presents various new security hazards. The utilization of Intrusion Detection
Systems (IDS) has been prevalent in the identification of malevolent activities in both network

communication and servers [1] [2]. The term "computer network system" refers to a framework
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designed to gather data pertaining to various crucial aspects, and subsequently scrutinize said
data to identify any instances of non-compliance with network security policies or indications of

a security breach [3].

Currently, numerous entities are transitioning their computational resources to the Cloud. This
enhances the accessibility of users to the computer processing. Nonetheless, it introduces novel
security risks and circumstances concerning the assurance and dependability of the system [4].
Cloud computing can be described as a complex system of interconnected networks that
operate over the internet. As a result of this interconnectedness, there is an increased risk of
security breaches due to the sophisticated nature of intruder attacks. Due to its distributed
nature, cloud computing presents a higher likelihood of intrusion [5]. The examination of diverse
methods for detecting and preventing intrusions is crucial. Various Intrusion Detection System

(IDS) methodologies are employed to mitigate malevolent assaults in conventional networks.

2. Intrusion Detection System
An Intrusion Detection System (IDS) refers to a tool or software programme that is designed to
oversee system or network operations with the aim of detecting malicious behavior or violations
of policies. The system generates reports that are intended for management purposes [6].
The typical operational procedure of an intrusion detection system may be broken down into

four distinct techniques, which are as follows:

111 Collection of Data
The process entails the acquisition of network traffic through specialised software, thereby
facilitating the retrieval of pertinent details regarding the traffic, such as packet types, devices,

and protocol specifications.

1.1.2 Selection of Features

As a result of the substantial amount of network traffic, the collected data is extensive.
Consequently, a feature element is produced that solely comprises crucial information. The
Internet Protocol (IP) header data, comprising of pertinent details such as both origin and
destination IP addresses, packet type, and other identifying information, can be effectively

employed in the detection of network-based intrusions.

1.1.3  Analyzing the Features
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In this step, the data that was collected is analyzed so that it can be determined whether or not
the information is abnormal. In general, the study effort makes use of a variety of techniques for

the purpose of identifying intrusions [7].

114 System Response

The IDS will notify the system manager that an attack has occurred and will provide information
on the scope of the attack. IDS also take part in the control of the harms by either blocking
access to the network port or terminating the processes. Because of this, the manager of the
system is able to quickly and simply determine whether or not the system has been

compromised by the attacks.

3. Security in Cloud Computing
Cloud computing makes use of three main delivery models, each of which facilitates the delivery
of a certain category of service to the end user. Software as a service (SaaS), platform as a service
(PaaS), and infrastructure as a service (laaS) are the three delivery models that supply the user
with infrastructure resources, application platforms, and software respectively [8]. Additionally,
each of these service models imposes a unique level of security requirement on the underlying
cloud environment. The Infrastructure as a Service (laaS) model serves as the basis upon which
the Platform as a Service (PaaS) model and the Software as a Service (SaaS) model are
constructed. In the same way that skills are passed down from generation to generation, so too
are the problems and threats to information security. There are substantial compromises to be
made between the integrated features of each model, the relative levels of complexity and
flexibility, and the level of security [9]. The customers take on a greater share of the responsibility
for the implementation and management of the security capacities if the cloud service provider
is solely accountable for the security at the base of the security architecture. Attacks on the

clouds are given-

Denial of Service:

The distributed structure of cloud environments renders them susceptible to Denial of Service
(DoS) and Distributed Denial of Service (DDoS) attacks, which are inevitable. Denial of Service
(DoS) attacks in cloud computing occur when attackers inundate virtual machines with a high
volume of access requests, thereby impeding the availability of resources to legitimate users.

Unauthorized individuals can gain access to a system by exploiting vulnerabilities and obtaining
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the login and password details of an authorized user. This can result in unrestricted access to the

entire system. The present attack is in contravention of the integrity of the cloud environment.

Attacks on Virtual Machine:

One type of cyber-attack compromises the hypervisor, allowing the attacker full control of the
virtual computer. Using zero-day exploits, attackers can quickly gain access to the virtual
computer. An attacker using a virtual machine has the potential to get access to the entire
network. All potential forms of assault that can be carried out from within the system are
classified as "inside attacks," which are carried out by this type of person in order to damage or

distort information about the system [10].

Malware Injection Attack:

The adversary can infiltrate the system with malicious code, insert bogus commands, or swap
metadata in such a way that it runs normally while still giving the impression that it is legitimate.
Now a hacker has the ability to transform the data, alter the operation of the system, and cause
the genuine user to have to wait for the completion of a task that was not requested by the

actual user [11].

4. Problem Statement:
Because of its adaptability and scalability, cloud computing is quickly becoming the platform of
choice for businesses of all sizes. However, due to the open and decentralized nature of its
design, there is significant reason for worry about privacy and security. Cloud computing offers
users a high level of service and safeguards their confidential information at the same time.
Intruders may readily target the private data of end users, as well as the capacity for storage,
bandwidth, and computational ability of the cloud network since cloud computing systems are
spread. The network's integrity, confidentiality, and availability are all compromised when an
intruder attack such as a probe, R2L, U2R, flooding, or DDoS occurs. The network's permission,
authentication, and security are all put at risk as a result of these assaults. Traditional methods of
network security, such as firewalls, are effective at preventing many assaults from the outside,
but they are not designed to detect sophisticated attacks from inside the network or from the
outside. In order to solve these issues, an intrusion detection system has been implemented to
monitor the network and identify any malicious activity. It has the ability to give extra protection

methods in a cloud environment that is dispersed.
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Intrusion detection systems are capable of identifying malicious activity within a system through
keeping track of changes in internet traffic, end user actions, and system setting. In the event of
detecting a malicious activity within the system, an alert message is dispatched to either an
individual or a monitoring console, prompting the initiation of preventative measures against
such attacks. Our study involves the implementation of a hybrid classification-based approach
for intrusion detection and prevention within a cloud environment. The present study
implemented hybrid algorithms, namely packet scrutinization and classification model referred
to as NK-RNN algorithm. The latter is a fusion of the nearest k-means algorithm and Recurrent

Neural Network, and was employed to identify instances of intrusion in the system.

5. Literature Review:
Recent years have witnessed a significant amount of scholarly investigation into Intrusion
Detection Systems (IDS) utilising machine learning techniques. Sandip Sonawane (2015)
employed machine learning algorithm for the purpose of identifying irregularities in the KDD

dataset.

Erxue Min et al. (2018) proposed the utilisation of decision trees and random forest (RF) in the
context of anomaly detection. The empirical investigation of two distinct datasets provides
evidence for the efficacy of the proposed model in generating dependable outcomes. In
comparison to alternative models, this particular approach confers numerous advantages in

relation to Accuracy (ACC), False Alarm Rate (FAR) and Precision.

In their study, Chiba z. et al. (2019) utilised artificial neural networks based on deep learning
techniques to develop intrusion detection system models for anomaly detection on a given
dataset. The outcomes of the model exhibited a high level of accuracy in detecting intrusions
with a small false alarm rate, thus indicating its superiority over other contemporary methods.

T. Arvind (2020) proposes the integration of various machine learning techniques into a unified
hybrid approach. The findings demonstrate that the hybrid techniques exhibit superior
performance compared to the standalone models. Individuals with a desire to acquire further
knowledge regarding machine learning techniques for Intrusion Detection Systems (IDS). In
contemporary times, scholars have put forth various machine learning methodologies for
Intrusion Detection Systems (IDS) that tackle one or more of the aforementioned challenges,

thereby rendering machine learning algorithms advantageous for IDS.
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In their study, Devarakonda A. et al. (2022) utilised a classification strategy consisting of four
layers to discern four discrete types of attacks within the KDD dataset. The specified method
yielded relatively low values for both the overall error and the misclassification error. The authors
suggested reducing the number of characteristics in the original dataset as a means of
enhancing accuracy and decreasing complexity, thereby simplifying the method. The authors
omitted any mention of labelling errors that occurred, whereby a particular type of attack was

erroneously classified as a different type of attack.

Attou, H. et al. (2023) employed the KDD method for the purpose of attack type classification,
and the results indicated a minimal misclassification error. Notwithstanding, these models may
encounter difficulties in contemporary multi-cloud environments that exhibit dynamic and
closely associated attacks. The KDDcup99 dataset's relevance may be limited due to its age,
potentially hindering its ability to accurately reflect contemporary network usage. Support
Vector Machine (SVM) is a data mining technique utilised for the purpose of extracting
anticipated data. The KDDCUP '99 IDS database was utilised by the author to perform
classification using neural networks. The training data set yielded an accuracy rate of 90%, while
a 10-fold cross validation experiment was conducted on the test set, resulting in an accuracy

rate of 80%.

The scholarly discourse pertaining to Intrusion Detection Systems (IDS) encompasses a variety of
classifiers and clustering methodologies, which encompasses unsupervised cluster analysis
techniques. The imprecise categorization of certain assaults resulted in a decrease in the overall
efficacy of attack identification methodologies. It is recommended that Deep Learning models
based on machine learning be utilised to address the aforementioned concerns, with the aim of

enhancing the accuracy of intrusion detection systems.

6. Methodology
This section presents the experimental validation of the proposed study. This part of the report
displays graphical representations of performance measures and comparative analyses. This
result shows that the proposed technique is efficient in detecting intrusions. When evaluating
the suggested work experimentally, it outperforms the state-of-the-art with respect to a number
of key performance measures. By using a range of performance metrics, such as F-score, false

alarm rate, precision, and accuracy, to evaluate the recommended method.
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3.1 Dataset Collection

NSL-KDD cup 99 is used as a dataset for Intrusion Detection System. There are a total of
591 records in the dataset, and each of those records has a total of 41 characteristics. Based on
the IDs of the entities in the collection, packets were collected from those entities [18]. In order
to better understand the security flaws in the system, this dataset has been prepared. There are
four types of assaults included in the dataset: DoD, R2L, U2R, and probing. There is a risk of
inaccurate predictions due to inadequate, noisy, or duplicate data in the dataset. That is why
pre-processing is done to provide data before analysing the dataset using equation (1):

YU = ylU- At 1)

(max—min) feature of j

Where YU represents the j™ column attribute value in i row of dataset and A is showing the

mean value.

3.2 Clustering using Hybrid K-Means:

Following pre-processing, the data that arrives is subsequently subjected to the clustering
process. The computation of intruded data from a vast quantity of data is a highly intricate and
lengthy process, resulting in suboptimal outcomes due to the sheer magnitude of the data [19].
In order to mitigate this problem, the data has been subjected to clustering in the present
section. The clustering process is characterized by a reduced time consumption and a decreased
occurrence of false alarms. The algorithm in question is capable of detecting anomalies of both

low and high frequency within the system.
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Figure 1: Clustering Output
The paper introduces a novel metric to address issues arising from the presence of mixed
periodic and non-periodic attributes in clustering problems. Additionally, a Hybrid K-means

algorithm is proposed as a viable solution for identifying clusters in such datasets. By utilizing
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the distance measurement for periodic features and the Euclidean measurement for non-
periodic features, it becomes feasible to establish a metric for quandaries that solely involve
certain attributes that are periodic. Let be a subset of the set I= {1, 2,..,A}, representing the
indexes of attributes that exhibit periodicity. Here, M denotes the total amount of features. The
set D can be defined as the collection of periods of the periodic attributes, where D is
represented as {Dj|j € I}. The collection of periodic attributes, (0, D), will be represented by the

variables x and y. The metric that denotes distances within this space can be expressed as —

D(x,y) = /Z}“ D; (x? — y?)? )

3.3. Working Methodology

The following is a description of how the functioning mechanism of work operates:

Input: Take NSL-KDD cup 99 data for process

Output: Retrieve the output score and forecasting for indications of both interacting and non-
interacting nature.

Step-1: Collects NSL-KDD cup 99 and saves them in data objects.

Step-2: Convert data into numerical form.

Step-3: Initialize pre-processing and normalization process to deal with inadequate, noisy, or
duplicate data.

Step-4: Hybrid K-means algorithm is proposed as a viable solution for identifying clusters in
such datasets.

Step-5: Apply classification using DBN (Deep Belief Networks), Random Forest and Naive Bayes.

Step -6: Perform classification and prediction.
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Figure 2: Proposed work flow diagram

7. Result and Discussion

The present study aims to identify various types of attacks, including Normal, DDoS, probe and
R2L through the use of a hybrid classifier. This approach differs from previous research, which
relied on Fuzzy-ANN methodology for detecting such attacks. The implementation of a Machine
Learning classifier facilitates the classification of packets into two categories, namely normal and
intruder packets. This classification process serves to mitigate the occurrence of false alarms
within the system. This section presents an analysis of the experimental results obtained from
the proposed Intrusion Detection System (IDS). The NSL KDD Cup 99 dataset was employed for
experimental analysis. The evaluation of the suggested approach is assessed based on various
metrics accuracy, precision, F-Score and False Alarm Rate. The outcomes of the intrusion

detection system proposed in this study are illustrated in Figures 3-6 through simulation results.
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The effectiveness of the suggested methodology is shown by comparing its performance to
several alternative approaches. Clustering and optimum prediction are the two main
considerations. Deep Belief Network (DBN), Random Forest, and Naive Bayes are used for the
best prediction, while K-Means is used for clustering. The performance criteria listed below are
used to evaluate the system under consideration. The performance indicators for the clustered

dataset that were suggested in the preceding section are shown in Table 1.

Table 1: Comparative analysis of proposed system for (a) DBN (b) Random Forest and (c)

Naive Bayes
Model Parameter (%) | Normal (%) DDoS (%) Probe (%) R2L (%)
Accuracy 92.8 93.9 953 95.6
Precision 95.2 95.8 97.6 96.3
DBN F-Score 90.1 91.6 92.1 93.5
False Alarm 0 0 0 2
Accuracy 88.0 89.3 91.2 92.8
Precision 91.8 92.7 93.9 93.7
Random
F-Score 89.9 90.2 91.5 92.8
Forest
False Alarm 0 0 27 32
Rate
Accuracy 90.2 91.9 93.6 94.1
Precision 93.3 941 95.6 95.3
Naive Bayes F-Score 90.0 90.6 913 921
False Alarm 0 0 5 9
Rate

In figure 3, the findings of the experiment indicate the classifier proposed in this study yields
effective outcomes for both low-frequency and high-frequency attacks, achieving the highest
level of accuracy. The identification of various types of attacks within the cloud environment

enables the implementation of effective security measures against potential intrusions.
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Figure 3: Graphical Representation of Accuracy

This paper presents a novel approach to designing an intrusion detection system by utilising
deep learning techniques. Specifically, a high-precision intrusion detection system is proposed

based on latent variables.
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Figure 4: Graphical Representation of Accuracy
The comparison of F-Score determined by precision value between the prior research result and

the proposed work result is illustrated in Figure 6. The graph illustrates that the proposed work

exhibits a superior score in comparison to the prior research.
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This section presents an analysis of the false alarm rate in relation to various types of attacks, as
well as the precise prediction of intruder packets within the context of cloud computing. A false
negative event transpires when an intrusion detection system fails to detect a possible or

authentic attack. Figure 6 is showing graphical representation of false alarm rate for various
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Figure 5: Graphical Representation of F-Score

machine learning algorithm.

Values

False Alarm Rate

Normal DDoS Probe R2L
Classification

e DBN  e=====Random Forest Naive Bayes

Figure 6: Graphical Representation of False Alarm Rate

8. Conclusion and Future Scope
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The present study involved an analysis of the effectiveness of the hybrid algorithm based
intrusion detection system that was proposed. The present study conducted a comparative
analysis between the proposed anomaly detection systems. The proposed system's performance
was evaluated by taking into account various performance metrics, including but not limited to
Accuracy, Precision, F-Score and false alarm rate. The findings of the comparative analysis
indicate that the system we have proposed exhibits greater efficacy in identifying intruder

attacks within cloud systems

It was found the best result of the classifier is more than 95% for various machine learning and
deep learning model. The observed disparity in accuracy between the classifier utilising all
features and the aforementioned approach is negligible. The figures above depict the
performance of the classifier. Due to the low rate of misclassification, this methodology has been

deemed effective for the classification of intruder detection.
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