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Abstract:

Data transmission is the process of transmitting digital information from one device to another
over a network. With the increasing demand for high-speed data transmission and the
proliferation of connected devices, the development of advanced data transmission
technologies and networks has become crucial. This paper reviews the most commonly used
data transmission technologies and networks, including wired and wireless technologies, and
highlights their advantages and limitations.
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1. Introduction

Wireless communication has seen remarkable growth in recent years. There are several
technologies that exemplify this trend, most notably cellular telephony, which has made
significant advances since its formal emergence in 1972 and now has more than 1.5 billion
phones in operation worldwide [1-3]. Another clear example is the wireless sensors that are now
used in various applications such as fire detection, earthquake, smoke and others, forming

communication networks to report such events.

Data transmission technologies and networks are the backbones of modern communication
systems. They are responsible for the transfer of data between different devices and networks,
enabling the seamless exchange of information [4,5]. The rapid growth of the Internet and the
proliferation of mobile devices have led to an increased demand for faster and more efficient
data transmission technologies and networks. In this paper, we review various data transmission
technologies and networks, including wired and wireless technologies, as well as the latest
developments in these areas. Another area where wireless communication is frequently used is
in local area networks and its growth is extensive given its flexibility of use and the ease and
speed with which a network can be implemented with this technology. (In 1996 the IEEE
approved a standard for this type of network called 802.11b or Wi-Fi) [6-9].
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These technologies and networks can be used to transmit data for various applications such as
internet access, video streaming, online gaming, and more. The choice of technology and
network will depend on the specific needs of the application and the environment in which it will

be used.

Data transmission technologies and networks refer to the methods and systems used to
transmit and receive digital data over a communication channel. Some examples include (see
Table 1):

Table 1. Some examples of data transmission technologies.

Forms of data transmission

a wired technology that uses physical cables to transmit data between
Ethernet )
devices

a wireless technology that uses radio waves to transmit data between
Wi-Fi
devices

networks that use radio waves to transmit data between mobile devices
Cellular networks _
and the internet.

Satellite a network that uses satellites to transmit data over long distances.

a wireless technology that uses short-range radio waves to transmit data
Bluetooth _
between devices.

Data transmission technologies and networks have undergone significant advancements in
recent years. These advancements have enabled faster and more efficient data transfer, enabling
a wide range of applications such as online streaming, telemedicine, and telecommuting. In this
paper, we review various data transmission technologies and networks, including wired and
wireless technologies, as well as the latest developments in these areas. We also discuss the

challenges and future directions of data transmission technologies and networks [5,10-12].

2. Wired Technologies
The transfer of data over a network cable is known as a wired network. This was born at the
beginning of the 1960s, which was the time when the first attempts to have an efficient
transmission of information from one computer to another began. With the advent of the
computer, the growth of network communication progressed and, in terms of cost, it became

more economical to transfer information [13-15].
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Wired technologies refer to the physical connection of devices through cables, such as Ethernet
and USB. Ethernet is one of the most widely used wired technologies for local area networks
(LANs) and is capable of transferring data at high speeds [16-18]. USB, on the other hand, is a
popular wired technology used for connecting devices such as printers, keyboards, and mice to
computers. However, the use of wired technologies is limited by the need for physical

connections and the difficulty of installation in certain environments.

Wired technologies refer to communication and information systems that rely on physical
connections, such as cables and wires, to transmit data. Examples of wired technologies include
Ethernet, which is used to connect computers to networks, and telephone lines, which are used
to transmit voice data. Other wired technologies include cable television and DSL internet
connections. While wired technologies are generally considered to be more stable and reliable
than wireless technologies, they can be less convenient due to the need for physical connections

[19-22].

Wired networks are characterized by the fact that they require a physical medium to connect the
computers. To set up a wired network, you should check that the PCs have a network card or
board. If you need to connect only two computers, a single cable will suffice for them to share
information and devices between them. But if you need to connect more than two PCs, you will

need to use a device known as an active element, such as a hub [4,23-25].

2.1.Concentrator
A concentrator (see Figure 1) is responsible for linking all the PCs in a network. Its function is to

translate the requests from each of the PCs and route them accordingly.

Figure 1. Hub.
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2.2.Main types of networks

LAN: Local area network of terminals.
MAN: Wide area network, e.g., cable television.

WAN: Networks created by private organizations; they have a wide reach.

The physical topologies of the network correspond to the strategic location of the workstations;

they are based on nodes and connections to achieve communication and are determined by the

configuration given to them.

The topologies are of the following types:

Bus: All terminals are connected to a common cable segment called the backbone, the
sending of information can be direct or indirect. It has the particularity that multiple
terminals can be connected where if one fails the rest is not affected, although if the bus
(cable) terminals are affected. It can be carried out using fiber optic cable, twisted pair, or
coaxial cable.

Star: All nodes are connected to a central node, which reduces the possibility of failure.
Usually, routers, hubs or switches are used to establish this type of topology.

Mixed: This is a combination of all the other topologies. This type is ideal in large
industries where some areas need to be interconnected and others not. It is common to
combine star/bus or star/ring.

Ring: It is the interconnection of terminals in a consecutive way, where the
communication is done by means of a token that is in charge of receiving and delivering
the data packets.

Double ring: It is the same concept as the previous one with the difference that being
double allows the information to travel in both directions, it works in redundancy which
avoids the loss of information.

Mesh: In this topology, it is divided into full mesh where all nodes are connected to all
other nodes so it does not carry a central node or partial mesh which would be when
some nodes are connected to each other but there are also others that only exchange
information with certain nodes. In case of an outage, it is not a failure as each server has
its own connections.

Hierarchical: Based on a central node to which all other devices are connected. It is ideal

for large networks and ideal for LAN-type networks.
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3. Wireless Technologies
Wireless technologies (see Figure 2), such as Wi-Fi, Bluetooth, and cellular networks, allow
devices to communicate without the need for physical connections. Wi-Fi is a popular wireless
technology used for local area networks (LANs) and is capable of transferring data at high
speeds. Bluetooth is a wireless technology used for short-range communications, such as
connecting wireless headphones to a smartphone. Cellular networks, such as 5G, are used for
wide-area networks (WANs) and are capable of transferring data at high speeds over long

distances [1,2,4,21,24].

Wireless Laptops
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Figure 2. Wireless network

Wireless networks, on the other hand, are characterized by the fact that they do not require
cables for interconnection. In this sense, they allow greater flexibility than wired networks, but at
the same time, they depend directly on the range of the antennas and the connection speeds.
There are different standards that identify the connection speed and the channel over which the
connection is made. Originally, the standards were A, B and G. Networks based on the A and B
standard have a speed of 11Mbps, while the G standard handles speeds of up to 54Mbps [8—
11,25]. Today, the N standard is becoming widely used, allowing speeds of up to 300Mbps and

longer distances between devices.

Wireless networks bring multiple benefits. However, special attention needs to be paid to the

security milestone.
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When using any device with a wireless board, in most cases, you will be able to see the existence
of other networks and vice versa: i.e., existing networks will be able to detect you. If you do not
set up any security mechanisms, then unauthorized persons will be able to enter your network
without any problem. It is therefore necessary - and highly recommended - to secure networks

in various ways.

Wireless networks and the subsequent mobile communication are growing by leaps and bounds
in the past years and the demand for connection without cables is certainly high. Nowadays,
wireless networks are quite common and can be found on university campuses, corporate
offices, and in public places like hotels, airports, coffee shops, and so forth. Not only are mobile
devices getting smaller and cheaper, but they are also becoming more efficient and powerful,
capable of running applications and network services. This is causing the uncontrollable growth
of mobile computing as we are witnessing today. Among the many applications and services
that are executed by mobile devices, network and data services are in high demand. Brief
descriptions of some selective wireless technologies that help mobile computing, like IEEE
802.11 networks (with infrastructure mode and ad-hoc mode), Bluetooth, HomeRF, WiMAX and

cellular technologies are given below [1-7,12].

3.1.IEEE 802.11 Infrastructure network

Wireless local area network (WLAN) which is also known as Wi-Fi (Wireless Fidelity) networks,
requires an infrastructure network that could provide the services of accessing other networks,
along with forwarding functions and medium access control. The Institute of Electrical and
Electronics Engineers (IEEE) in 1997 initiated the first WLAN standard and they called it 802.11.
But, 802.11 only supported a maximum bandwidth of 2 Mbps, which is quite slow for most
applications. The IEEE 802.11 family consists of different standards. The initial standard was
approved in 1997 and it backed wireless LAN Medium Access Control (MAC) and Physical layer
(PHY) specifications that supported 1 Mbps and 2 Mbps data rate over the 2.4 GHz ISM band
[10,26,27].

There are different wireless LAN technologies that the IEEE 802.11 standard supports in the

unlicensed bands of 2.4 and 5 GHz. They share the same MAC (Medium Access Control) over

two PHY layer specifications: Direct-Sequence.
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Spread Spectrum (DSSS) and Frequency-Hopping Spread Spectrum (FHSS) technologies.
Infrared technology though supported is not accepted by any manufacturer. Data rates of up to
2 Mbps were achieved initially by IEEE 802.11 systems operating at the 2.4 GHz band. Their wide
acceptance initiated new versions and enhancements of the specification. The different
extensions to the 802.11 standard use the radio frequency band differently. Popular 802.11
standards like 802.11a, 802.11b, and 802.11g are listed in Table 2.

Table 2. Popular IEEE 802.11 comparisons

IEEE Maximum | Frequency No. of
Standard Speed band nonoverlapping Notes
(Legacy) (Mbps) (GHz) channels
802.11 Lt02 ” /A First standard (ratified in 1997). Uses

FHSS and DSSS.

8 to 14 (or more in Second standard (ratified in 1999). Uses

802.11a 54 5
future) OFDM.
3 (Channel 1,6 and Third and the most common standard
802.11b 11 2.4 o
11) (ratified in 1999). Uses DSSS.
3 (Channel 1,6 and Popular standard (ratified in 2003). Uses
802.11g 54 2.4
11) OFDM.

As a strong and robust standard, 802.11i deals with the limitations of WEP encryption that was
used with 802.11b and enhances the overall wireless security. The architecture uses 802.1x for
authentication (with the use of EAP and an authentication server that uses a 4-way handshake)
and includes improvements in key management and the Advanced Encryption Standard (AES)
for encryption. Other 802.11 extensions include 802.11c which focuses on MAC bridges, 802.11d
that focuses on worldwide use of WLAN with operation at different power levels, 802.11e that
focuses on Quality of Service, 802.11f that focuses on access point interoperability and 802.11h
which focuses on addressing interference problems when used with other communication

equipment’ s. Table 1 shows the comparison of the popular 802.11 standards [28-30].

3.2.IEEE 802.11 AD HOC Network

A wireless ad-hoc network is a network that uses wireless links where each node is willing to
forward data to the other neighbouring nodes dynamically, based on the network connectivity.
Types of wireless ad-hoc networks include Mobile ad-hoc networks (MANET), Wireless Sensor

Networks (WSN) and Wireless Mesh Networks (WMN). A mobile ad-hoc network can be defined
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as a network of computer nodes that happens to be in proximity with each other, having no
fixed infrastructure. A wireless sensor network (WSN) is a wireless network that makes use of
distributed autonomous devices that uses sensors to measure or monitor environmental
conditions like temperature, motion, sound, vibration, pressure and so forth, in a cooperative
fashion. Wireless mesh networking (WMN) is mesh networking that is implemented on top of a
wireless LAN in a decentralized (with no central server) way or centralized way (with a central
server). Mesh networks are also extremely reliable with its redundant links, as each node is
connected to several other nodes. If one node shuts down due to hardware errors or due to
some other reason, its neighbours can easily find another route. Mesh networks can involve

either fixed or mobile nodes.

Generally, in any ad-hoc network, each node can directly communicate with other nodes and so
no access point or controlling station is needed. It is a self-configuring network of routers along
with associated hosts connected by wireless links [6,10,11]. This union of network nodes or
devices forms an arbitrary topology. This type of network provides great flexibility as it can be
used for unplanned meetings and fast replacements of communication scenes far away from
any infrastructure. Nodes or devices may look or rather search for target nodes that are out of
vicinity by flooding the network with broadcast packets that would be forwarded by each node.
Wireless connections are even possible through multiple nodes forming a multi-hop ad-hoc

network. Routing protocols then provide reliable connections even if nodes are moving around.

The routers are free to move randomly and organize themselves arbitrarily, making
unpredictable changes in the network’ s wireless topology. There is no need for an access point
and if one station working in ad-hoc mode is connected to a wired network, stations forming an
ad-hoc network have wireless access to the Internet. IEEE 802.11 technology can be used to
implement single-hop ad-hoc networks where the stations need to be in the same transmission
radius to be able to communicate. But in multichip ad-hoc networking, routing mechanisms can
be enabled to extend the range of the ad-hoc network beyond the transmission radius of the
single source station. Routing solutions for a wired network don’ t apply to ad-hoc networks,

because of their dynamic topology.
Ad-hoc routing protocols are getting popular with the increase in mobile computing. Ad-hoc

networks include resource-starving devices, low bandwidth, high error rates and a topology that

is continuously changing. Some of the design goals with ad-hoc routing protocols are minimal
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control overhead, minimal processing overhead, multihop routing capability, dynamic topology
maintenance and loop prevention. The protocols should operate in a distributed manner. The
nodes should operate either in proactive or reactive mode. Proactive protocols are table-based
and maintain routes for the entire network within each node. The nodes must be fully aware of
the changing topology. For topologies that are overtly dynamic, this approach can introduce a
considerable overhead. Reactive or on-demand protocols trade off this overhead with increased
delay. A route to the destination is established when it is needed based on an initial discovery
between the source and the destination. Security of ad-hoc networks is a great concern with

WEP (128 bits) encryption and 802.1x authentication offers some temporary solution.

4. Recent Developments
Recent developments in data transmission technologies and networks include the deployment
of 5G networks, the use of millimeter-wave (mmWave) technology, and the development of
software-defined networks (SDNs). 5G networks are expected to provide faster data transfer
speeds and lower latency, enabling new applications such as virtual and augmented reality.
MmWave technology is being used to increase the capacity of wireless networks, while SDNs

allow for more efficient and flexible network management.

5. Challenges and Future Directions
Despite the significant advancements in data transmission technologies and networks, several
challenges still remain. One of the major challenges is the increasing demand for bandwidth,
which is putting pressure on existing networks. Another challenge is the lack of security in
wireless networks, which is becoming a major concern with the proliferation of IoT devices. In
the future, data transmission technologies and networks will need to address these challenges

and continue to evolve to meet the growing demands of users.

6. Conclusions
Data transmission technologies and networks have undergone significant advancements in
recent years, enabling faster and more efficient data transfer. Wired and wireless technologies
are the main types of data transmission technologies, and recent developments include the
deployment of 5G networks, the use of mmWave technology, and the development of SDNs.

However, challenges such as the increasing demand for bandwidth and the lack of security in
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wireless networks still remain. In the future, data transmission technologies and networks will

need to continue to evolve to meet the growing demands of users.

Brief descriptions of popular wireless technologies were presented during the discussions. The
world is increasingly becoming mobile and wireless networking is getting greater focus in the
recent past, especially with hardware technology breakthroughs and price drops. As wireless
networks facilitate mobile computing, the future of the above-mentioned technologies is being
watched with eagerness. Mobility when combined with computing power makes a deadly
combination and that" s why relentless research is going on to make wireless technologies even
better. The convergence of all these wireless technologies to form one single network is the
greatest challenge ahead, as they all use different networking technologies and that could take
us to a world where seamless and ubiquitous computing will become a definite reality and not a

future dream.
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